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Protection against terrorist attacks in buildings with toxic gases

Application Note

Building Protection

The protection of buildings has always been of 
interest, even if the focus has been for a long 
time primarily on fire and break-in security to 
protection the property. 

A comprehensive building protection package 
depends on various aspects. Thus, different 
demands are made for family homes as for 
example for government buildings, shopping 
malls, airports, hotels, palaces and others. 

Fire/smoke alarm systems, video surveillance 
and access control for safety-related buildings 
are already standard. Further safeguards are 
usually not part of a traditional approach to 
security.

The enlargement and the demonstration of the 
possibilities for building protection especially 
with regard to terrorist attacks, is increasingly 
discussed during the last years.

In recent years, the terrorist threats have increa-
sed further. September 11th is certainly a date of 
particular significance, but not the beginning of 
the terrorist threats, as we experience it today. 

Terrorism has already adopted an international 
character and is well organized, so that an 
increased hazard exists.

The most frequently substances used by terro-
rists are still conventional explosives. But this 
does not mean that it is only limited to it. Recall 
the Sarin gas attacks by the Aum sect in the 
Japanese town of Matsumoto in 1994 and in the 
subway of Tokyo in 1995.

Pandora's Box was opened.
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The CWA-Analyzer offered by IUT Medical is a 
proven system (see device data sheet), which 
can be easily integrated into existing building ma-
nagement systems.

These management systems are control cen-
ters, monitoring all incoming data of connected 
subsystems. All information can be visualized, 
edited and controlled by a single user.

These systems are flexible and customizable for 
specific requirements and individually configu-
rable building management systems. It includes 
a variety of applications that allows coupling, mo-
nitoring and control of all major technical sys-
tems of the building.
From the major manufacturers different systems 
are available. The integration of the CWA- 
Analyzer in such systems is easily possible 
through the standard interfaces and protocols.

Building management systems allow:

?Rapid response to threats from clear user 
interface

?Activation of pre-programmed routines, 
user interfaces and loggings

?Integration in network architectures

?Easy integration of subsystems by means 
of interface standards

The release of toxic substances into a building 
can be very simple. Either a toxic substance is 
released outside the building at the central fresh 
air inlet and then distributed over the air conditio-
ning throughout the building, or a toxic substan-
ce is released inside and then spread through 
the air conditioning throughout the building.

The toxic substances are on the one hand, the 
Chemical Warfare Agents (CWAs) and on the 
other hand Toxic Industrial Compounds (TICs).

It should be noted that the source of CWAs does 
not necessarily lie in the military sphere, like the 
Sarin attacks in Japan have shown, where the 
Aum sect has produced this nerve agent materi-
als by themselves.

The compounds of interest are:

The potential threat of chemical attacks has 
increased dramatically in recent years. To 
reliably protect people in a building, existing 
technologies are too slow to trigger appropriate 
protection or alarm in time.

With the Ion Mobility Spectrometry (IMS) a 
technology becomes available, which closes 
this gap. The CWA-Analyzer, based on the IMS 
technology is specifically designed for rapid and 
highly sensitive detection of Chemical Warfare 
Agents and Toxic Industrial Compounds.
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Chemical Warfare Agents (CWA) Toxic Industrial Compounds (TIC)

Substance Code Sum
formula

CAS-No.

Tabun GA C5H11N2O2P 77-81-6

Sarin GB C4H10FO2P 107-44-8

Soman GD C7H16FO2P 96-64-0

VX VX C11H26NO2PS 50782-69-9

S-Mustard HD C4H8Cl2S 505-60-2

N-Mustard HN-3 C6H12Cl3N 555-77-1

Lewistite L-3 C6H6AsCl3 40334-70-1

Substance Code Sum
formula

CAS-No.

Hydrogen cyanide AC HCN 74-90-8

Phosgene CG CCl2O 75-44-5

Chlorine CL Cl2 7782-50-5

Chlorocyan CK CClN 506-77-4

Carbon disulfide CS2 75-15-0

1,4-Dithiane C4H8S2 505-29-3

Hydrogen sulfide H2S 7783-06-4
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If the alarm is confirmed by the second level, the 
central control center (Building Management 
System) triggers all actions, such as alerting, 
evaluation of the building and initiation of any 
further actions.

Advantage

• Seamless facility protection
- Continuous protection 24/7/365

  - Even the smallest traces of gas 
    triggers response actions

• Detection of CWAs and TICs
- Custom-tailored detection list

  - Tracks variants of traditional CWAs
  - Monitors concentration levels of TICs

• High false alarm immunity
- GC Component offers second tier of 

     facility protection

• Reduces total costs of ownership
  - No carrier gas or conditioning of samples
  - Low-cost preventive maintenance concepts
  - Measured data, event, and alarm logs

• Easy system integration
  - Fits into standard 19-ich rack system
  - Sampling pump draws air from HVAC 
    systems or other sampling locations
  - Easy interface into facility management 
    systems
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In 1997/98 a complex monitoring system was 
installed in the German Parliament in Berlin. 
An Ion Mobility Spectrometer (IMS) based 
system is used for the fast and highly sensitive 
detection of CWAs and TICs. They provide 
response times already in a very early stage of 
the air distribution (for details see data sheet 
CWA -Analyzer).

With such a system, the air inside the tubes of 
the air condition system can be tested against 
Chemical Warfare Agents (CWAs) and Toxic 
Industrial Compounds (TICs). This subsystem is 
integrated into the overall monitoring system of 
the building, so that holistically alarm handling 
can be realized. This includes all of the 
possibilities offered by a classic building 
security. With the extension of the classical 
concept by the components of the surveillance 
of possible terrorist attacks, a new field of 
protection has been entered.

This system is an integrated active system that 
continuously monitors the indoor air (24/7/365). 
It can be designed as a two-level system 
consisting of an IMS and a GC-IMS.

If, for example, a Chemical Warfare Agent is 
detected by the fast first-level unit (pre-alarm) 
some action are started, such as the 
suppression of the air circulation, the pre-alarm 
and start of the second level (confirmation 
alarm).
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Examples of implementation in two existing 
plants.
On the left as a 19-inch rack mounted or the right 
wall mounted version.

Features

• On-line analysis of Chemical Warfare
 Agents (CWAs) and other toxic gases
 (TICs)

• High sensitivity in the low ppb range 
  without enrichment

• Superior selectivity and cross sensitivity 
  rejection

• Extension by GC columns coupling
 (GC-IMS)

• Analysis locally
  (no Tedlar sampling / no  Laboratory analysis)

• Operation in ambient air pressure

• Low operating costs, no consumables
 materials, no carrier gas is required

• Easy integration into building Management 
  systems

The CWA-Analyzer is a fully automatic, rapid 
and highly sensitive multi-gas analyzer for the 
protection of buildings and facilities against 
terrorist attacks, but also to protect against 
external events, such as chemical accidents 
with Chemical Warfare Agents (CWA) and Toxic 
Industrial Chemicals (TICs). It has been 
specifically designed for use in building security 
(Building Protection).

The CWA-Analyzer has detection sensitivity in 
the lower ppb range with responds time in few 
seconds.

A complete measurement cycle in one mode is 
completed in less than 5 seconds. A fully 
automatic and a manual mode with data 
collection, analysis, visualization and transfer to 
external devices or systems are possible. 
Through the various interfaces that are provided 
by the CWA-Analyzer, it can easily be 
integrated into one of many on the market, 
building management systems. In addition to 
integration and data transfer through an 
interface, the data can also be stored internally 
(data logging).
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